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Last time

* RSA public key encryption
* Digital signatures

Today

* Finishing digital signatures
e Zero Knowledge Proofs
* Secure Computation.



Public Key Authentication:
Digital Signatures

e Secure authentication without shared secret keys!
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Defining Digital Signatures "‘“Jw e
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* Alice has a signing key sk and a verification key vk 1ot

* Using sk Alice can sign m with@z Signg (M)
* If Bob verifies Verif,,(m, o) = 1 he can be sure Alice sighed m

e Security: For any poly-time adversary A who has access to a signing
oracle Signg, (+), the probability of A finding (m, o) for m not asked
by A that also passes the test Verif,, (m, o) = 1 is negligible.



One possible idea based on TDPs (e.g. RSA)
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* Signing key: “private key” (or the trapdoor) T seoek

* Verification key: “public key” (or the description of the permutation)
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* To sign m publish é(‘m) =t= Tl <Y“) .
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* To verify (m, t) accept if and only if: m(t) = m bt €5
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* |s it secure signature?
No, because we can choose t first and then find m for it easily!



<isn

{\M\

Hash and sign” using ideal hash function

* Directly works for any message (arbitrary length) :

« Suppose h : {0,1@—> {O,lfi‘sf/or security parameter n
 And we have trapdoor permutation , 7! on domaihn {0,1}"
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* Signing key 1 yn@? — 5 Ni\/f
» Verification key L s

* To sign m, first get s = h(m) and then output @ = n‘1(4
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Jecure .

Why is it a good sighing method?
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/ero Knowledge Proofs

* Proving the truth of statements, while revealing nothing about the proof!



Can we ever prove we know something
without revealing the details of the secret?

* Alice knows a magic word to open the door inside the cave:
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* How can she prove to Bob that she knows that word? ——~_
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What is an ”efﬂuently provable property?
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What is an “efficiently provable™ property?
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* Complexity Class(NP:)set of all languages L where there is an efficient

verifier VLf(or provi?)g m(;mb;r(ship ;n L.1Name forallx € Lthereis a
“witness” (or proof) w that V(x,w) = N y
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NP complete problems
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GMW: membership in any NP [anguage can

be proved Zero Knowledge! A G 2
* Enough to do it for one NP complete problem only. VO\W \Vead;e,
—>* |dea: using *interaction*™
— Suppose we have digital lockable envelopes Clawm. |3 C- 12, r\]
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Proving a graph is 3 colorable B
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Why is this a convincing (sound) interactive proof?
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Why is this proof carrying “zero knowledge”?
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Formal Definition of Zero Knowledge Proofs
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How to get a lockable digital envemej
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